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s 1. BEMAREFIHY (WPAN)

O Bluetooth, Zigbee, Z-Wave

0 Bluctoothd O/ S 15 SRS AR

O BluetoothS. 0/ {EEiIE=E MiA300m

AR Bluetooth/BLE
T s 2.4GHz 2.4GHz/915MHz/868MHz  908.42MHz/868.42MHz
- . 1Mbps(1.21%)/24Mbps(44X)/
RAEiER 48MbpsGH) 250kbps 40kps
ERAERIEE 300m 10m-75m 30m-100m
e (RATIEEZ) 15mA(BLE)/30mA(BR) 40mA 23mA
DEEUZE/ 2R SRFFN/BRRIAFN

QE RS
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2. TEREEREETHY (WLAN)
0 WiFi: ZIREMREMMY, RS HhRAWiFi6
0 1EHIEE: 2.4GHz$E|5GHzﬂﬁM@@ﬂ*&BEﬁéwﬁGbm

O &5EE: BXER, HIesA E=EIpry /N=E!
O fZILFR:
¢ MU-MIMO$zAMulti- ultiple-Input Multiple-Output: 7E[5]
— SRR TAZTRAPEREE, XIESTM
BN AR RSS
¢ OFDM Az AR Orthogonal Frequency Division Multiple Access: 15
B S T IERFEIK, e T SUEr BRNRFESE
¢ ARget Wake TimeB#RIEEERT A : —F AT HEERITLH,
ERTFAEIRESEAR (AP) 1A RRHANRIFEEIUANR
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n 3. YIEAPIFELET EERIESEIHY (WLAN) , #9056, B
R

o ISR T
(Enhanced Mobile Broadband, &)
o BENEER

(Massive machine type @\uécations, mMTC)
¢ (EEIESRISE
(Ultra-reliable and @atency communications, uRLLC)
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¢ XFIMN: NB-IoT. LoRa3s
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= &7
0O NB-IoT (Narrow Band Internet of Things) : FEmPIEAMNE—FPE
THEEMNBHNRIOFES ER (LPWAN) TS'Z7|< %IWJTQT—J(M
BRI BRI TR, T R (R EEIEE,
KIEE. (RAAFIHKEE A& amHY iﬂ%

0 fERERE . 160~250kbps \/
O Ih#E: IE'“.%"IVIEEI?E%K@O—SOM, (BREEHEEIA Y

TFERRA \7§3~50uﬁ
O E\Zﬁﬁ%% /\?r$$ = EU7J<45§ ﬁEEE,i%%-Eég
(= ($)

NB-loT4F=

aaaaaaaaaaaaaaaaa

20 dB better link budget Integrates into cellular system
Deep penetration Easy deployment 10+ year batte ry life
indoors & underground

19
F3EJ&: https://www.grandmetric.com/2018/02/16/narrowband-internet-of-things-nb-iot-an-overview/
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NB-IoT
s KEEA

0O eDRX: Extended Discontinuous Reception, IESEBIANELIZYT, &
i foas A~ EWTHR T4, /emnEEAEH NS, REEZEAIY
{RAEIREE, eDRXEEDRXERM FH— T InRERFHA

O PSM: Power Saving Mode, & ., JREHNTSHRIRSHET,
BT "X . BRI WVEMRTEMNZEH, (HENKREETT A
RIEEIEEE IR iR %

Tracking area
Update cycle

+-—>

e / /

PSM Terminal reachable eDRX

i
-

eDRX5PSMEAREE]
S #Eh: Chen, Min & Miao, Yiming & Hao, Yixue & Hwang, Kai. (2017). Narrow Band Internet of Things.
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e 2 (&R BcHE

RFID SHER 100Bps - 1kbps¥ /  10cm - 2m i
NFC 13.56MHz 106kbps - ;%kbps 0 - 20cm &
Zigbee 24GHz, subGHz 25 V 10m - 75m 1K
Z-Wave subGHz % 30m - 100m (3
Bluetooth/BLE 2.4GHz 1-3Mbps 10m - 300m 15
WiFi 2.4GHz, 5GHz 54Mbps-9.6Gbps BKAK5 1
2G/3G PEEIMER 10Mbps 2km - 10km =
4G HRERSTES 100Mbps 1km - 3km [=)
5G IR 10Gbps ESRRE =
LoRa subGHz 50kbps 15km &
NB-loT PEEINER 200kbps 2km - 20km {3
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O HTTP (HyperText Transfer Protocol, ¥ ANMEHITMN)
O FTP (File Transfer Protocol, SAH{EHMY)
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s PIERKFTEUGEIIN . MQTTHEBASIENZH (Message
Queuing Telemetry Transport)

[ HTTP ] @ MQTT ]

0 Y \f?‘ O BB

0 BRI 0 TR

0 B % 0 I

o S, o 0 (NS E R
] |

0 FERTF RIS R 0 ERFYRREESE

0 RERTFEESZIRMLE SERTEB(EMIEE

0 BFRTCEREIEKIES 0 $RHATERASH (QoS)
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E X : BEMYENUEHMQTT (Message Queuing Telemetry Transport):
—METER/ATIIERRESER Y, BESHSHBER A,
5| (FFE. Ereo. RIEN&ER. MQTT{EHIEFEATCPIRMte]
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m CoAP

0O CoAP (Constrained Application Protocol, PREIABIMAINY) 2
—ETEREEZRIZFZHIE SN,
o SRF TSI B, ETLUEEGHT TP, %

Fget, postFEIJEE.

0 X5I: HTTPRFITCP, cc@iﬁumo
e T
M . Application N FH
0 ERIAREE -

O XEEE Request/Responses 15 K/[E &

0 B2, {KIFE
O {EEFERUPDMY

Messages Y8 &
UDP
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s MQITERETFTCPRHKIEE, CoAPIMNEETUDPTIEE,;

s MQITEIHRREEZEESISIZINN, CoAPHMNZEServerf/]
ClientZ [B;B S fEIBRYERITER MY ;

(&Y TCP UDP

EEIEE T/ % -’ &K/ IRL
BEMRIEN —Xﬂ—\g%\ Z3d— —3g—

HEFE MQTT > CoAP
BB K 2NFT ANFTS
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g| A\ : Mirail&H

s Mirai: HiEH "RK' HEE. ERSGIREMSE ERYHEZERE I

=, HlanmEinsE
m {4 20168£108

» WERR: 1%%?

Reddit, NetflixfJAirbnbZs,

RS2 E ISR F

E%Mﬁﬁ% =3 TH, ®FEGitHub, Twitter,
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Source:
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How Did Mirai Work?

DDoS Attacks of October 21, 2016
@ Bots @ Loaders

.S TEP 0 o C2 Server o Attacker
DDoS service sold to users who STEP 1
send attacks via C2 API oo ] 0 Scanning Victims O Malware Distribution
Attacker maintained a long lived

connection to the reportserver via TOR 0 DDoS Victims 0 Service Users

° \ Q e Report Server
o \\: l Susc§|:’)¥i‘bEI:el\7ic%im IPs %
are sent to loaders
siers @ @ 00

Bots communicate with STEP 2 STEP 4 2

2 C2 server who's Successful sc Loaders log in to victim devices and

IP changes over time sentto repz% instruct them to download Mirai malware
° ° STEPS5 Q

Victims download and run Mirai

malware to become bots

DDoS Victim Bots perform DDoS attacks \ Q: Why those victims can

and Telnet default credential scans

STEP 7 be turned into bots?

Reference: Mirai Botnet - William Favre Slater, 111



How Did Mirai Work?

DDoS Attacks of October 21, 2016
DDoS Attack from hacked loT Device

Attack vector ;------------1 Attack
- 3
Compromised i [
Control Server I | %
. I I
| 1 | Insecure communicatign
| Launch DDoS Infected loT
[ l attack Devices:
I 1) Launch DDoS
Corrupt firmware : Send data to Attacks
with hapcked update I Vulnerable fi re unauthorized 2) Report data
- | control server 0 C2 Servers
Hack through [ 3 o
default passﬁofd I Poor authentication : Infect other loT 3) : ngethec:/tir:;rs
= —" | devices
oSSH/Teinet : Compromised OS & tools | |
Hack device through | | fen I AN [
ITAG & open ports | Insecure chipsets |
. |
: loT device [
-------------‘

Reference: Mirai Botnet - William Favre Slater, 111



'._
Mirai Botnet3E;&

Country % of Mirai botnet IPs

Vietnam 12.8%

\ Brazil 11.8%

n'./ i United States 10.9%
@

China 8.8%

' Mexico 8.4%

® South Korea 6.2%

Taiwan 4.9%

Russia 4.0%

Romania 2.3%

Colombia 1.5%

Figure 2: Geo-locations of all Mirai-infected devices uncovered so far
32

Source:https:



https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
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YIEARIBERE

IRERILE (Sniffing attack): IWEEEIRERN TEBEUS,
D FOFFEERTE ML BBV EIR R A TH. MBSIRIRI T E—H
TREHEC R, XNFEmrF

ENES T, WA REL)

ISER RSB RYEE

IRERINE

<
Im

SRRRTE: F2A5MESN LE LU ATFIRRLS,
BFEERRT é}/

e  Wireshark: {Z&timNY e
TR DI ECEE.

,

* Tepdump: 31T E, BEIEH

SR HTZs i O _EEHRRYET

* Ettercap: FFHEAIGRY
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P THE, BBEHUTIRIR. SRS
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PEAIEERZ 2 —HREIAINEG

m FA[A] AIZZE (Man-in-the-middle attack): INTHESEIFAIM iR
oalCIEIRIHIERR, FFRREERTINEIRIZERE, EEHEY R
IANAMB]IEEEET — M ARBNIERERS N D EENE, (HESLE
BN INGEETEES %

m [O)fi: Diffee- Helman’[d]\i}\i'::'Elfg{ BLves o

s R WEEEL R ENREE S A EEET
PEIMACHESE %F%@« B ARG S| A
i1 . SR
X "

chia AXE ? ?

R HIEES: |
8-
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PEAMiBEEZE—REANE
. 300 HEBHEBINGE ...

BIBENEEEREI X, Mg A e
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. O 8 g
FI B2 S RFhiIRE |

TR B AR
SR, B - L oy
FARETEHATRIME 130 et ST s (B
o .\
1

= 5K -

EHROERERLS RS,
SRR R ARSI IEIREE,

i), BMRARAR ST =
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PEAMB(ER 2 —S DREINE

n F/IEER(Brute-force attack): INTHE RF AT FrAE R 8RIYIK
FRI=ZE, SnfMEEASERGRBER, BEAPRIK,.
FILEEE

. 56 e,

SSHEZVENAEEM FRTEMY, BAnEERSENHE
BB IRSREZ 2R

SSH (Secure Shell) . ;EELinux Rt LSRR ER
—MIEHITH, BL HTHEHETXS Telnet, Ftp. SmtpZFEARSSHY
ZEIRRREA

FIRZETF SWEMIE I FA 2 IR A STHETY
SR BARE RIS e TEEES

FENRAEREREE

43



PIEAMEE R 2 —HRIRINTE

n HRIRIXE(Spoofing attack): HRITHE IERRlSiASLIF, LUK

RERARAR, WK EERRRERONEEE,

H =

PrnEzE. EnEMNAEEEEYE
n ] RTHEIFEIRIR

ImEETE #éé.\%):' %

Z-To

Sk R SRR
RS iR E%%Eﬁﬁﬁég%%ﬁﬁiﬁﬁ,%ﬁﬁm
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PEANE(ER S —EHINE

n SR (Replay attack): ohE &1X BRNR R SiEB0IRIZN
IBEAES, RAFHRAFHBER, ETEFATFEMHIANLELE,
A AUERY IERf

m Z%fjll: RFIDENINEHPEEF RP, HackRFFHIKR
%, ERNZEES LRSIRER, ARETBXELHIES AN
TSHRHTERKNTG, SRBEANSHEITEEEHEHEER
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YIEAE(ER 2 —IERIRSING

5408 PR 5S I (Denial-of-service attack): ®B1d [ Bimg&E ek
FeriEAKRERBEXK, HEEHTREFNSIR (NNBHE.

WIEgED. AESF) | FEZAFPLEABDRXEHER, Gk
FoPRER e R IR EUW%E’JHE& X%Tménxl}?%lfﬂv L

FREBROFRF -

BE: BRRAIEHRHR (B—DoS) IS FIELEIR
ST (DDoS)

I A O

ﬁﬁ%*%ﬁﬂulﬁﬁlt ICMP ; I7~ IZIQEE UDP/ IZIQEE

NI FRMREXRINEGEBR, AIRISYNEZ TG &IE
j(%}légTCP SYNIEKEEARTHIEFIRE, SHBERRSHRE
ELSIS
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YEAMBERE—SHELIRSINE

= SHIVEMERSS (DDoS) WE: B RNFIAZ 2T &L
RS (BEIRA "BFME" ) AsIEeRSIE

= F5{
PIERMIIERENTER (MadloT) Iﬁléz HE A B S B
P I EE SRS B TR g IAEEMRYIERIZTT

MadloTINTERI & éﬂ%lﬂw . KISHIEEEREIES

mﬁmz )
B DX 24 3 AL :
=l
Z\ * % _—
v = .
&) \T 9 '
Wit = ww\dﬁﬁ SRR

PIBRIRIAFE R (MadloT) ~EE

Saleh Soltan, et. al., BlackloT: IoT Botnet of High Wattage Devices Can Disrupt the Power Grid, USENIX Security’18
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PEAEERE—TFINIE

s IS (Jamming attack):

EX: BT HAMETRBEEE, E

EHAREHH TIE BRI R , "
FIIERREETRZ TR °. 7 oA o

o o) !
FE R BRRITESHIRIENER o em e
KoEREISDR, BNERRAEREE o ° b
(5, B LLSChRmE R A HETRE o Pl \
BRI A R AR ST B AR / °  THEERM
el BETHARIBERNIE LR TR
28, FEENRZIRESY) £

FHNKEREE

[FERZEMPRE: PIBEEEENFIE
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PEAEERZE—IEEINE

n (ISEINE (Side-channel attack)
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8.3.1 MMM SIRLT

n EPREE(SERER (ITU)T_ 1991 5Fnifn &0

¢|l_1_‘_|x—.| T

B

FHIEOSD; T2, EFINA “ ASeAE (X.800)

5T RO IR R RS, &
O i5ai=HE] (Access control) %
O DOl (Enc1pherment) ?\
0 #FEE (Digital Signat
O #HUETEM (Data inte %
O TAUEASHE (Authenticatieh exchange)
O REIEF (Traffic padding)
O IE#EH] (Routing control)
O 23UF (Notarization)

https://www.itu.int/rec/T-REC-X.800/en
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IPSec

m EEX: Internet Protocol Security (IPSec) RIETFHIERIYSN
(RiFfEInternet E{EIXRIZL .f.l_ﬁﬁj\fﬁbﬂéa FILAUE M TR
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n Bif: SINEBERERUR] RS, SREEETE
M. TEM. BDIAUER Bﬁlﬂzu—:

m = IPSecAZEMK MY, ME—1FEYN R
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O TAUESLTMY(AH: Authentication Header)
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O EXREINY(SA): EXERRIIIEFNAER ZNEESEL
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_ Protocol

S5L1.0

SSL 2.0
EE;»EE; I / SSL 3.0
TLS 1.0

TLS 1.1
TLS 1.2

L iEiEE:};!L TLS 1.3
O SSL(Secure Sockets Layer): @EERFE

SS5L and TLS protocols

Published %

Unpublished
1995
1996
1999
2006
2008
2018

Status

Unpublished
Deprecated in 2011 (RFC 6176&)
Deprecated in 2015 (RFC 7568 &)
Deprecation planned in 20200111
Deprecation planned in 20200111

0 BfxR: SSLiMY{FTCP/IPHik F“ 7 EYAOFTP, Telnet

EZ18, NEFPIHRORSEELI
ZEI\NUEFNEUEN 4.

O R A SFIR NGEISE LY

m SSLIG4%43: TLS

O TLS: Transport Layer Security, BM{&EmIEZE MY

O TLSEYHEZRSSSLEARERE, {BEEEOSHEREIAIN FAEFTCP/IPE
B EmE NEiT, SEENNBREIMYEBEERII GRS

LTEHTCPIER, RN
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O B BTFERimSikgsE< EFANSFEFIAUE, SSLiE
BERIEITRINEEERE SIS, ERAEIAUIRSA

0 INBEL: HERAVETE ek, BHEIEBDES 64, AES
128/2565 %
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s  BEFMNEZEFinfliRSssASSLiEEEEITEINE— N
» SSLAFIRSEEFZEintAEISIE, NS FIMACEIZLARESH,
FASR{RIPTES sua%hﬁ%&’a%ﬁ&*n%

. 1. Client Sends Hello, Ciphef§uite, & E’ent Random
Client > SSL
Serve r 2. Server respon by sending the server random & SSL Se rver

certificate (Pri

3. The Client verifies
the SSL certificate

information 4. Pre-master generated using the Public Key 5. The server

verifies client

> certificate (if

required)

6. Pre-master key decrypted using the Private key

7. A Master Key or Master-secret is in place now

< > ~—

8. This master key is used for encryption & decryption

« >
@ SSL Handshake Process

EFEIMRIZEE
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